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PR081131Z AUG 75 
FM AMCONGEN FRANKFURT 
TO SECSTATE WASHDC PRIORITY 1041 
AMEMBASSY BERLIN 
INFO AMEMBASSY BONN 

CONFIDENTIAL FRANKFURT 5217 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJECT: CONSEC SEABEES 

STATE FOR A/SY/T, A/SY/FO; BERLIN FOR PSO; BONN FOR RSO 
FROM OIC/RTC 

REF: A. BERLIN 61 17 
B. BONN 12510 

1. EARLIEST POSSIBLE ARRIVAL OF SURVEILLANCE SEABEES TO COVER 

FULL DURATION OF NEW EMBASSY CHANCERY AND RESIDENCE RENNOVATION 
PROJECT IN EAST BERLIN STRONGLY URGED. PER PARA X OF REF (A), 

DEMO PHASE OF PROJECT NOW COMPLETED BY DLA. BELIEVE CONSTRUC- 
TION AND UTILITIES INSTALLATION PHASES SHOULD NOT PROCEED WITH- 
OUT FULL SECURITY SURVEILLANCE. MERE SEABEE PRESENCE DURING 
FINAL PHASES OF RENNOVATIONS INADEQUATE TO GIVE NECESSARY 
ASSURANCES AUDIO PENETRATION SYSTEMS (MICROPHONES, ETC) OR 
PORTIONS THEREOF, NOT INSTALLED. DESPITE DESIRES OTHERWISE, 
REAL-WORLD COUNTERMEASURES TECHNIQUES AND EQUIPMENTS NOT ABLE 
TO GUARANTEE AGAINST SUCH INSTALLATIONS SHORT OF REPEATING 
DEMOLITION OF WALLS, FLOORS, TRIM ETC. IN FUTURE; SUCH EFFORTS 
HIGHLY UNATTRACTIVE TO ALL CONCERNED. 

2. FOR NECESSARY TECHNICAL SECURITY ASSURANCE AT THIS SENSITIVE 
POST CLEARED AMERICAN SURVEILLANCE OF ALL CONSTRUCTION WORK 
MUST BE DILIGENTLY AND FULLY EXECUTED. SUCH SERVEILLANCE 
SHOULD NOT BE LIMITED TO MONITORING CONSTRUCTION DETAILS IN 
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BUT MUST INCLUDE CLOSE OBSERVATION OF ALL RENNOVATION WORK 
THROUGHOUT THE SENSITIVE OFFICES AND RESIDENCE SPACES, PARTICU- 
LARLY THE FUTURE EXECUTIVE SUITE. 

3. A/SY/FO: REQUEST ADVISE ALCON SOONEST ETA OF CONSEC SEABEES. 

4. AMEMBASSY BERLIN: REQUEST YOU CLARIFY ISSUE RE ACCESS 
TO CONSTRUCTION SITE AND ADVISE ALCON.SULSER 
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Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 08 AUG 1975 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: greeneet 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975FRANKF05217 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Film Number: D750274-0467 
From: FRANKFURT 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1975/newtext/t19750866/aaaacgkd.tel 

Line Count: 69 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ACTION SY 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 75 BERLIN 6117 
Review Action: RELEASED, APPROVED 
Review Authority: greeneet 
Review Comment: n/a 
Review Content Flags: 

Review Date: 30 MAY 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <30 MAY 2003 by CunninFX>; APPROVED <07 OCT 2003 by greeneet> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
06 JUL 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 
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